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BORROWING SECURITY 
FROM OPERATIONS 



EVEN PING CAN DO IT 
INFINI-‐DAYS,	  ZERO	  AUTH,	  ETC:	  NO	  SOPHISTICATION	  NECESSARY	  
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INTELLIGENT ADVERSARIES 
THEY	  HAVE	  THREE	  THINGS	  YOU	  DON’T:	  PEOPLE,	  MONEY	  AND	  TIME	  

3	  patrick.miller@archerenergysoluSons.com	  |	  www.archerenergysoluSons.com|	  @patrickcmiller	  |	  +011.503.272.1414	  



HIDING WILL NOT HELP 
AIR	  GAPS,	  SERIAL,	  OBSCURITY,	  UNICORNS	  AND	  OTHER	  MYTHS	  
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I.T. TO THE RESCUE! 
STEP	  AWAY	  FROM	  THE	  SCADA…	  I.T.	  IS	  HERE	  TO	  SAVE	  THE	  DAY!	  
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IN THE LAND OF THE BLIND 
MANY	  I.T.	  SECURITY	  TOOLS	  DON’T	  EXIST	  FOR	  THE	  ICS	  TECHNOLOGIES	  
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SECURING SCADA IS HARD 
CAN’T	  SOLVE	  A	  PROBLEM	  WITH	  THE	  SAME	  THINKING	  THAT	  CREATED	  IT	  
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ITS A-I-C, NOT C-I-A 
UPTIME	  IS	  THE	  NUMBER	  ONE	  GOAL	  
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ENGINEERING VS. SECURITY 
MOTHER	  NATURE	  MAY	  BE	  HARSH,	  BUT	  SHE’S	  NOT	  MALICIOUS	  
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TRANSLATING O.T. TO I.T. 
CULTURE	  SHIFT:	  BOTH	  SIDES	  MUST	  BE	  ABLE	  TO	  PUT	  ASIDE	  THEIR	  EGOS	  
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SAFETY IS EVERYONE’S JOB 
AND	  SO	  IS	  SECURITY…	  TREAT	  THEM	  VIRTUALLY	  THE	  SAME	  
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TELEMETRY IS OUR BUSINESS 
NOBODY	  KNOWS	  DATA	  LIKE	  SCADA	  KNOWS	  DATA	  

12	  patrick.miller@archerenergysoluSons.com	  |	  www.archerenergysoluSons.com|	  @patrickcmiller	  |	  +011.503.272.1414	  



OPERATIONS SECURITY 
GET	  A	  SPOT	  ON	  THE	  WALL	  DISPLAY	  
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INFORMATION SECURITY 
GET	  A	  SPOT	  ON	  THE	  WALL	  DISPLAY	  
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COLLABORATIVE SECURITY 
THE	  SECURITY	  GROUP	  ALONE	  SHOULDN’T	  BE	  YOUR	  ONLY	  DEFENSE 	  	  
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FIGHT THEM, NOT YOURSELVES 
WELL	  ARMED	  RELATIONSHIPS	  ARE	  BETTER	  THAN	  TECHNOLOGY	  ALONE	  
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