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Advantage: Adversaries a

Motivated, adaptive \\ \
adversaries exist, and ‘ R Tl
they don't follow the rules € _cté @a

or regulatory checklists .‘ -
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Technology Landscape 'g'

* Emergent intelligence

= A new digital world order
* \\idespread connectivity
" Size matters & doesn't

" Hyper-embeddedness

" Lingering legacy
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Regulatory Landscape 'ﬂ.

» Smart Grid interoperability
* Compliance vs. Security

" \White House movement

» Data breach disclosure

= \Vendor, utility responsibility

* |ntelligent islanding
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Cybersecurity Landscape

* RBesearch, espionage, organized RSGSGE
crime, warfare b

* Nation state quality defense Is
the new norm

" |solation is extremely difficult
= Bolt-ons are complex
» Cyber-kinetic impacts
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Cybersecurity Landscape 'ﬁ'

" Stuxnet
— 5.74M (Google hits
— "Most sophisticated malware...”
— "Game changer...”
= Duqu
— 2.61M (Google hits
— Industrial equipment target
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Threat Landscape 'ﬂ'

Google search opens SCADA systems to
doomsday scenarios

By ) posted Awp 4th 2011 5:26AM

Login jJoin Twitter!

Securing critical infrastructure at a
snail's pace http://bit.ly/gHgn3d Why
bother with kinetic attacks at all?
#cyberwar #infosec #security

ArtKingston

Arthur Kingston

v

Google, the service so greal
The scarch site played inad
( Joystemaing

CT0 walked attendees thro

Researcher demos attacks on Slemens industrial control systems
CNET

The protocol was intended to be open and packets are sent in plain text, he said, echoing
concerns voiced by Jonathan Pollet. founder of Red Tiger Security, and Tom Parker, chief
technology officer of FusionX, in their SCADA security workshop earlier ...

How easily can a power plant be hacked? Verymsnbc.com
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Threat Landscape 'ﬁ'

THE S STRET ML TECHNOLOGY ”Mr' A/ghanlm ’S
L e a— lawyers allege in
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R sen e wavese Qs brother hired
Hackers-for-Hire Are Easy to Find investigators to
1o | come illegally access his
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A\ A .
of Chinese hackers.
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Vulnerability Landscape

Ewitter EC327 Bruce Bamett gymore Close

SHODAN & SCADA results w/geolP from C4: "Quantitatively
Assessing and Visualising Industrial System Attack Surfaces”

Nice attack scenario shown by Andrei clnam e /AT oo

Costin at #t2infosec - you could hack a
laser printer so it stops the paper in the

8:15 AM - 23 Jan 12 viawed - Detalls

4~ Reply 1+ Retweet W Favorite

fuser, igniting it.
mikkohypponen @krypt3ia
Mikko H. Hyppanen xryptdia October 7, 2011 Biwen) . 0
1’ @reversemode
Regarding missile failures, insecure BAS 00 ORp—
may pose risks http://yfrog.com/6ggvpp % O N VPN o o Yo
reporting to the ics-cert... s J
) P 1 N—
2 riu 5 v TeeetDock Favortn 13 fletweet * Fleply ‘ !sm @
Ut Nationy Guard Armorys
M=
Psw«rd‘.

Uhhhh.... #shodan
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Vulnerability Landscape
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Vulnerability Landscape

46 “zero-day” SCADA vulnerabilities issued a two-week span

SCADA TROJANS

Luigl Aurlemma

aug@outsiciong

ADVISORIES
The complete archive of my advisories about software securly vuinerablities found by me
Proot-of-concepts
Research
Fake_players_bug
My Toolz
Password_rocovery  Vulnorabiities in Mcrosoft Reador 2.1.1.3143/26.1.7169
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Vulnerability Landscape

Project Basecamp “Vigilante” Hopes

Dale G Peterson
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Vulnerability Landscape

* SHODAN
Home Search Directory Data Analytica/ Exports Deveioper Center Labs

EXPOSE ONLINE DEVICES.

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

TAKE A TOUR . H
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opular Search Queries: default password - Finds ¢
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There's An App For That

* “(Get mobile access to your
control system via an iIPhone,
IPad, Android and other
smartphones and tablet
devices. The Ignition Moblle
Module gives you instant
access to any HMI / SCADA
project created with the
Ilgnition Vision Module.”
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To The Cloud!

“Use any standard browser on any
device to access HMI. No downloads,
no tedious Installs, no plug-ins. Login
and you have the HMI in your hands
wherever you are: factory cafeteria, or
parking lot, or on the beach, or even
the golf course!”

"GoToMyHMI provides Secure, Easy and Fast access from any
Browser to InstantHMI 6.0, ready to serve you on the cloud
today. Remately Monitor, ACK Alarms and Control your HMI
for one low flat fee.”
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Public Domain?

4,.» C B (AR o reww google o
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Foeiheep o P-" Cangle tested by MIT k promising Rickstarter g

o 1o Lingering Android security flaw lets

uww
g ieestomtn apps do things without permission
P

PCWerd » Blogs » Today & PCWorld

Rocomeent Wluke 26 B 13 Teg 4 8 ™ Erwd  2Corwern Mo

iPhone Security Flaw Shows Potential

S peretas — for App Store Malware
refeshyler@gmalcom By Jaed Newman, PCWond  Nov 8, 2011 120 P

PV

The iPhone App Store has a reputation for rock-solid securty, but that
rep took a hit ?his week when an app that could run unauthorized code
and control phoneos remotely was released 1o the public.

Security researcher and famous Mac hacker Charfie Miler
' demonstraled an Phone securty faw using a dummy stock ficker app
I st Aople unwittingly 8ccepled into the Agp Store. The app was able o
call a remote computer, which could then dowrload unsigned code o
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From Obscurity To Novelty 'ﬁ'

= PLC, Smart Meter, comm device hacking

* Hacking cookbooks, fuzzers, sniffers

* Metasploit, Core Impact, etc

" Supply chain attacks

* Manuals available in all languages on Internet
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Shiny Object Q!

* Headline presentations at 54, BlackHat/
DefCon, DerbyCon, RootedCon, BSides ...

» \Wall Street Journal, National Journal, CNN
* Too many IT trade publications to name
» Blockbuster films, prime time TV shows

* Person-on-the-street, Congress, White House

The National Electric Sector Cybersecurity Organization (NESCO) is operated by EnergySec
with funding assistance from the U.S. Department of Energy.

1/23/12




National Electric Sector 1 |l
Cybersecurity Organization =

* EnergySec awarded partial DOE funding to
establish and maintain the National Electric
Sector Cybersecurity Organization (NESCO]

= NESCO Mission:;

— Lead an independent, broad-based, public-private
partnership to improve electric sector energy
systems cyber security

— Become the security voice of the electric sector
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Engage Equip Empower 'ﬂ'

* Sharing requires trust
" Trust is bullt on relationships

= QJur approach...
— Bringing people together
— Flexible technology options and

solutions to extend and enhance
relationships

— Organic growth; birds of a feather
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Summary 'ﬂ'

= Sufficient MIMO exist for potential impacts to
Energy infrastructure elements

= Adversaries will easily outpace regulation,
procurement and implementation cycles

" Focus on your people first, technology second
= Balance prevention, detection and response
" You are not alone
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uestions...

Patrick C Miller
President & CEQ, EnergySec

Principal Investigator, National Electric Sector Cybersecurity Organization
patrick.miller@energysec.org

503.446.1212 (desk]

@patrickcmiller (twitter)

WWW.energysec.org

The National Electric Sector Cybersecurity Organization (NESCO) is operated by EnergySec

1/23/12 with funding assistance from the U.S. Department of Energy.




