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Advantage: Adversaries 
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Motivated, adaptive 
adversaries exist, and 

they don’t follow the rules 
or regulatory checklists 
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YOUR%NAME%HERE…%



Technology Landscape 

!  Emergent intelligence 

!  A new digital world order 

!  Widespread connectivity 

!  Size matters & doesn’t 

!  Hyper-embeddedness 

!  Lingering legacy 
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Regulatory Landscape 
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!  Smart Grid interoperability 

!  Compliance vs. Security 

!  White House movement 

!  Data breach disclosure 

!  Vendor, utility responsibility 

!  Intelligent islanding 



Cybersecurity Landscape 

!  Research, espionage, organized 
crime, warfare 

!  Nation state quality defense is 
the new norm 

!  Isolation is extremely difficult 

!  Bolt-ons are complex 

!  Cyber-kinetic impacts 
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Cybersecurity Landscape 

!  Stuxnet 
– 5.74M Google hits 

–  “Most sophisticated malware…” 

–  “Game changer…” 

!  Duqu 
– 2.61M Google hits 

–  Industrial equipment target 
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Threat Landscape 
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Threat Landscape 
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“Mr.$Alghanim's$
lawyers$allege$in$
court$filings$that$
his$brother$hired$
inves'gators$to$
illegally$access$his$
email$with$the$help$
of$Chinese$hackers.$
Cost%to%hire%the%
hackers:%about%
$400.”$



Vulnerability Landscape 
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Vulnerability Landscape 
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Vulnerability Landscape 
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46 “zero-day” SCADA vulnerabilities issued a two-week span 



Vulnerability Landscape 
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Vulnerability Landscape 
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There’s An App For That 
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!  “Get mobile access to your 
control system via an iPhone, 
iPad, Android and other 
smartphones and tablet 
devices. The Ignition Mobile 
Module gives you instant 
access to any HMI / SCADA 
project created with the 
Ignition Vision Module.” 



To The Cloud! 
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“Use any standard browser on any 
device to access HMI. No downloads, 
no tedious installs, no plug-ins. Login 
and you have the HMI in your hands 
wherever you are: factory cafeteria, or 
parking lot, or on the beach, or even 
the golf course!” 

“GoToMyHMI provides Secure, Easy and Fast access from any 
Browser to InstantHMI 6.0, ready to serve you on the cloud 
today. Remotely Monitor, ACK Alarms and Control your HMI 
for one low flat fee.” 



Public Domain? 
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From Obscurity To Novelty 

!  PLC, Smart Meter, comm device hacking 

!  Hacking cookbooks, fuzzers, sniffers 

!  Metasploit, Core Impact, etc 

!  Supply chain attacks 

!  Manuals available in all languages on Internet 
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Shiny Object 

!  Headline presentations at S4, BlackHat/
DefCon, DerbyCon, RootedCon, BSides … 

!  Wall Street Journal, National Journal, CNN 

!  Too many IT trade publications to name 

!  Blockbuster films, prime time TV shows 

!  Person-on-the-street, Congress, White House 
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National Electric Sector 
Cybersecurity Organization 

!  EnergySec awarded partial DOE funding to 
establish and maintain the National Electric 
Sector Cybersecurity Organization (NESCO) 

!  NESCO Mission: 
– Lead an independent, broad-based, public-private 

partnership to improve electric sector energy 
systems cyber security 

– Become the security voice of the electric sector 
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Engage Equip Empower 
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!  Sharing requires trust 

!  Trust is built on relationships 

!  Our approach… 
– Bringing people together 

– Flexible technology options and 
solutions to extend and enhance 
relationships 

– Organic growth; birds of a feather 



Summary 

!  Sufficient MMO exist for potential impacts to 
Energy infrastructure elements 

!  Adversaries will easily outpace regulation, 
procurement and implementation cycles 

!  Focus on your people first, technology second 

!  Balance prevention, detection and response 

!  You are not alone 
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503.446.1212 (desk) 
@patrickcmiller (twitter) 

www.energysec.org 

Questions… 


